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Autonomous vehicles are being tested on public
roads around the world just as the first crewless ships are
being trialled in open water. We explore whether the
insurance industry is ready for the potential huge shift in
coverage entailed with a switch from traditional motor
accident damage and marine protection indemnity poli-
cies to product liability and recall cover.

Introduction

A world where much of our transport is fully autono-
mous is rapidly moving from theory to reality: driverless
cars are being tested around the world, small cargo ships
without crews are almost ready to be launched, and
planes have for many years been controlled by autopilots
for most of the time they are in the air. When it comes
to autonomous vehicles, questions of insurance, the laws
surrounding transport, and public attitudes have all been
racing to catch up with the almost breathless pace of
development being forced by motor manufacturers.

Automation on land

In the UK, this has brought us to the crucial level 3
stage in the development of autonomous vehicles where
cars will be able to drive themselves, but will hand back
to the driver when facing situations they can’t handle
(see graphic). In Germany, the pace of change is even
faster as new laws have recently been passed to allow
fully autonomous — level 5 — cars on public roads. By
comparison, Australia is still in the early stages of
examining the implications and debating the legislative
requirements with the publication by the House of
Representatives Standing Committee on Industry, Inno-
vation, Science and Resources titled Social Issues Relat-
ing to Land-Based Automated Vehicles in Australia (the
Australian Report) released on 11 September 2017. The
Australian Report considered the full range of auto-
mated vehicles — from cars to trucks that take some
control over steering and speed; to cars that can control
the entire operation, giving the passenger no responsi-
bility for accidents.
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At the junction

In some ways, insurers are more comfortable with the
fully autonomous vehicles than they are with the tran-
sitional phases, says Peter Allchorne, Partner at DAC
Beachcroft. Further:

Level 3 automation brings with it many risks and in many
ways we would be better skipping this stage entirely. It
highlights the absolute need for serious public awareness
and education.

When you are looking at these developmental phases that
fall just short of driverless, there is a real danger that a
driver could be lulled into thinking they are driverless when
they should be taking control.

This concern is shared by some major motor manu-
facturers. Jim McBride, autonomous vehicles expert at
Ford, said recently that Ford wants to move straight to
level 4, since level 3 — which involves transferring
control from car to human — can often pose difficulties.
“We’re not going to ask the driver to instantaneously
intervene. That’s not a fair proposition,” he said.

In the UK, we have to accept that many level 3
vehicles will soon be on our roads — ahead of the
planned introduction of level 4 in 2021 — says David
Williams, Technical Director at AXA Insurance. Also:

I understand and share some of the concerns around level 3
operation. We would rather level 3 didn’t exist but the
reality is that it does and it will soon be with us. Level 4 has
similar handover concerns but the handover there is entirely
at the driver’s behest.

Williams says AXA is developing protocols and
relevant safety features in the trials it is running with
manufacturers in Bristol. This would lead to recommen-
dations going to government for inclusion in legislation,
including around driver training: “It should be an
obligation on the manufacturers to promote training so
that the driver can use the vehicle safely, especially
during the handover phase.”
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Allchorne agrees that driver training has to be addressed:

It is about the “here and now” and that education has to

happen now ahead of the advanced automation systems

becoming available. It will be too late once they are on the
road.

Andrew Parker, Partner and Head of Strategic Liti-
gation at DAC Beachcroft, says that imposing an obli-
gation on drivers seems the obvious route to achieving
this, but warns that it might meet resistance:

Developing a certificate of competence with some statutory

underpinning short of an additional driving test seems the

sensible course, but it wouldn’t please everyone. It could

restrict the market for the products and the vehicle manu-

facturers would have something to say about that.
Mapping the future

While insurers might be nervous about this transi-
tional phase, they are much more comfortable with the
way the Automated and Electric Vehicles Bill 2017-19
(UK) proposes dealing with the compulsory insurance
obligations. Williams says:

The Bill definitely moves the conversation on in a very

positive way. There will still have to be an RTA compliant

policy in force and the motor insurer must handle the
claims regardless of the cause and even though in some
cases the driver could effectively be a passenger.

Insurers will then have the option of pursuing recov-
ery from a product liability or professional indemnity
insurer if one of the increasingly complex parts or
systems failed due to design issues or wasn’t installed
properly. This won’t be automatic.

o 3
Automation

Automation

Level 0 The human driver controls it alk: steering, brakes, accelerator,

Level 1 This driver-assistance level means that most functions are still
controlled by the driver, but a specific function (like steering or
accelerating) can be done automatically by the car.

Level 2 At least one driver assistance system is automated, such as
cruise control, lane-drift sensors, front-rear braking or
automated parking. It means that the driver is disengaged
from physically operating one or more aspects of the vehicle,
potentially at the same time. The driver must still always be
ready to take full control of the vehicle.

Level 3 Drivers are still necessary, but are able to completely shift
safety-critical functions to the vehicle under certain traffic
or environmental conditions. It means that the driver will
intervene if necessary — often prompted by the vehicle.

Level 4 Thisis fully autonomous operation. Vehicles are designed to
perform all safety-critical driving functions and monitor road
conditions for an entire trip on suitably maintained roads.
However, it does not cover every driving scenario and there will
be situations when a human can opt to re-take control of the car.

Level 5 This is the most sophisticated fully-autonomous mode where
the vehidle'’s performance is expected to equal or better that
of a human driver in every driving scenario, including extreme
off-road environments,

“These vehicles are going to be complex and we
would still have to show that the manufacturer or
installer is negligent if we are to recover from them,”
continues Williams, “and they will still have the state of
the art defence to rely on.”

Recovery won’t be a simple process, says
Olya Melnitchouk, Senior Associate at DAC Beachcroft:
“It puts the onus on the insurance company to recover
from not only component manufacturers but also poten-
tially software providers and highway authorities. There
are a lot of complexities.”

Many people have assumed the main interface when
it comes to recovery will be between the frontline motor
insurer and the insurers of the component manufactur-
ers, installers and repairers, but this will only be part of
the story, says Wendy Hopkins, Partner and Head of the
Global Practice Group at DAC Beachcroft: “The intercon-
nectivity and the ability of the vehicle to communicate
effectively with the highway infrastructure is absolutely
key.”

There was a recent accident involving a Tesla in
autopilot mode which drove into a wall due to poorly
marked lane dividers. In another trial, a driverless car
stopped in the middle of the road because it came across
a pothole and didn’t know what to do. “These highlight
the need for a major new investment in the highway
infrastructure. The authorities have a maintenance obli-
gation now, but this is obviously a huge extension of
that,” says Hopkins.
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These issues will play out in a similar way in the US,
says Francis Manchisi, Partner and Head of Product
Liability, Prevention and Government Compliance at
Wilson Elser:

Apportioning liability in the US legal system will become
more complicated for accidents involving autonomous
vehicles — especially before the vehicles reach the level 5
stage of full automation. Did one or both of the drivers take
over control of the vehicle? Should they have taken
control? Did they act negligently once they did so?

The product liability issues will not be limited to the
manufacture of the autonomous vehicle. The issue of
whether the software in the vehicles was defective must be
examined. Did the driver/owner update the software on the
vehicle to ensure that the vehicle was driven with the most
recent software? What instructions/warnings were provided
to the vehicle owner in this regard? The potential issues in
the autonomous vehicle accident go far beyond the frequent
car accident litigation cases in the US today in which a jury
often determines the outcome based upon the testimony of
the drivers involved.

Belinda Henningham, Partner and Head of General
Liability at Wotton + Kearney in Australia commented
that:

. should the Australian Federal Government adopt the
Standing Committee’s recommendation that a working
party with industry and academic stakeholders be estab-
lished, Insurers will have a real opportunity to argue their
case about the risks and liabilities before fully automated
vehicles are on our roads in large numbers and who should
be legally responsible for accidents. If the industry doesn’t
engage robustly, we will simply replace one type of legal
dispute with another.

The recently published Australian Report considers a
broad array of issues including: liability for accidents,
the potential for vehicles to be hacked, ownership of
data generated by the car, and also the enormous
potential to improve safety on the roads. The evidence
presented indicated that human error may be a factor in
over 90% of crashes, which means that if the technology
could eventually eliminate the human factor, the number
of accidents and driving-related offences could poten-
tially plummet. The implication for insurers and govern-
ments was acutely identified in a report' commissioned
by the Australian Automobile Association which was
published in September 2017 estimating the cost of road
trauma was $29.7 billion in 2015. The report estimates
the direct cost to government for just 1 year’s worth of
road trauma is about $3.7 billion, which covers expenses
relating to health care, emergency services, forgone
future tax revenue, and income support for the people
injured or killed. Such statistics should make implement-
ing a workable legislative regime in Australia to allow
for the range of driverless vehicles very compelling for
the government and for insurers.
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Data battleground

Overlaid on this increased complexity will be the
additional data generated by the vehicles and the infra-
structure. This is going to be a key battleground for the
insurance industry, says Williams: “We want it to be
shared appropriately and we think there need to be some
legal requirements put in place to ensure that happens.”

The current legislation needs to be strengthened to
make sure there is clarity about how data should be
shared, according to Parker:

It is going in the right direction, but it isn’t there yet. The
key will be the data that will be held by the vehicle
manufacturer and that will tell us whether the vehicle was
operating in autonomous mode and what happened. It lies
at the heart of the connected relationship and we must deal
with that in a joined-up way. It certainly won’t be best to
deal with it in a frictional litigation environment.

The powerful German motor manufacturers are press-
ing for this exchange and sharing of data to be handled
through a third-party clearing house, something that
could be pushed through into European regulation. It
isn’t something that would cause a problem in the UK,
according to Williams, as the Motor Insurers’ Bureau is
already an effective central repository for a lot of
third-party data.

There is a long shopping list of other issues that the
industry will have to address as we move through the
phases of automation, says Hopkins, with cyber liability
and recall key among them.

Recall and corrective action programmes are likely to
become commonplace, reflecting the increased scope for
safety defects arising from a vehicle’s sensors, software and
electronics.

Technological advances additionally render the vehicle
vulnerable to third-party influences such as hacking, break-
down in communication networks and deficiencies in
highway infrastructure. Such interdependencies beg the
question “what is the product?” and make it increasingly
difficult for insurers to assess the underwriting risk. Global
supply chains — and the analysis of where liability rests —
will become ever more complex.

It is important that people don’t get too distracted by
the challenges autonomous vehicles are bringing or fall
into the trap of thinking there will be a simple, single
answer to all those challenges, says Williams:

Not all vehicles are going to be the same so we will need
to understand the capabilities and technologies in different
vehicles. But, most importantly we mustn’t lose sight of
how much safer these are going to make our roads.

In Australia, the Senate Committee Report noted that a
barrier to public acceptance of autonomous vehicles is the
level of concern regarding data issues, particularly in terms
of the privacy of personal information and the vulnerability
of data to cybersecurity threats.
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Henningham notes that:

. the array of information or analytics that could be
collected from modern vehicles means that data ownership,
security and potential cyber threats are all genuine issues
that would need to be thoughtfully worked through before
legislation is fully enacted to introduce autonomous vehicles.

Automation at sea

The marine insurance market is watching the motor
market closely to see how the complex mix of liability
coverage issues play out, says Toby Vallance, Senior
Associate at DAC Beachcroft: “They are going to get a
much longer lead time than with automated vehicles.
They will also benefit from seeing how the shift to
product liability will be worked out.”

There are some small-scale trials of crewless ships
starting — run by Rolls-Royce and by the Maritime
Unmanned Navigation through Intelligence in Networks
(MUNIN), a European Union funded project.
Rolls-Royce says it expects to launch the first remotely-
operated local vessels by 2020 when it has completed
the current trials in the Baltic. Following that roll-out,
Rolls-Royce estimates that there will be remotely con-
trolled coastal vessels by 2025, remotely controlled
ocean-going ships by 2030 and fully autonomous, unmanned
ocean-going ships by 2035.

Looking towards the horizon

Despite this relatively long time frame, governments
and international maritime bodies are already turning
their minds to how the laws of the sea and associated
regulations will need to evolve. Vallance says many of
the legal and regulatory issues are being worked on in
the UK in the Maritime Autonomous Systems Regula-
tory Working Group, which in November 2017 pub-
lished a Voluntary Code of Practice, with the aim of
setting:

... initial standards and best practice for those who design,
build, manufacture (including testing and commissioning),
own, operate and control of [Maritime Autonomous Sur-
face Ships] of less than 24 metres in length.”

The Code was reviewed by the UK Maritime and
Coastguard Agency. From there, the discussion will go
global at the International Maritime Organization.

Recognising the growing demand for regulatory sup-
port for unmanned vessels, the international classifica-
tion society Lloyd’s Register announced on 13 June 2017
that it has launched the LR Unmanned Marine Systems
Code, which it says provides a goal-based code that
takes a structured approach to the assessment of unmanned
marine systems against a set of safety and operational
performance requirements.

Currently, crew safety is a big driver behind maritime
regulation. Consequently, the advent of crewless vessels
will lead to a significant shift in regulation. Vallance
says the priority will move from crew safety to vessel
security, particularly in the context of cyber risk. Con-
cerns around the risk of cyber attack will lead to
stringent cybersecurity requirements if fully or even
semi-autonomous vessels will be allowed to operate in
the open seas. He says he has been disappointed by the
relative lack of engagement: “I’m not sure the shipping
industry has come to terms with the concept of not
having humans on board.” This means some tricky
issues, such as mechanical failure, are not high enough
up the agenda:

The issue that hasn’t been dealt with, is what happens if
something goes wrong mechanically. Ships at the moment
have engineers on board who can make running repairs but
what happens when a crewless ship breaks down in bad
weather, potentially drifting for 24 hours?

While developments in regulation show that the
shipping industry is moving in the right direction, there
are a number of key issues which are still to be grappled
with.
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Footnotes

1.

Australian Automobile Association Cost of Road Trauma in
Australia (September 2017).

Maritime UK “Being a Responsible Industry: An Industry
Code of Practice (Maritime Autonomous Surface Ships up to
24 metres in Length)” A Voluntary Code Version 1.0
(November 2017) 7 at para 1.1.4.



